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» Different risks have different types of appetite
» What level should be selected?

» Using a consistent methodology

Developing appetite from your risk register

Different ways of describing operational risk
appetite?

Practical examples of OR appetite reports
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Different risks: different appetite types

» Financial (quantitative) risk
o Market risk
o Credit risk
o -Insurance risk
» Non-Financial (qualitative) risk
o Operational risk
o Reputation risk

o Strategic risk
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Do you differentiate between
Financial and Non-Financial
risk appetite?

» 1 for Yes
» 2 for No » Financial risk

o Market risk

o Credit risk

o Insurance risk
» Non-Financial risk

o Operational risk

o Reputation risk
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““Be careful’t All you can tell me is “be careful’s”
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What level should be selected?

Actual Loss Experience

Unexpected
Loss

Appetite
(toferance)

Expected
Loss
(BAU)
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Apply an appropriate yet consistent
methodology
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Capital/
Board Monetary exposure

Senior

Risks and Actions
Management

Business Units RCAs, KRIs and Losses

Business Support Units Controls, KCIs and Events
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Developing your appetite from
your risk register
» Use your assessments of your inherent and

residual risk, coupled with your control
assessment
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Directive and preventative controls affect
likelihood \

Detective and correctlve controls affect impact

So, if your controls were working as well as you
would like:

What is the residual likely to be (and are you
comfortable with that level?
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Effects of control types on a risk

Net /
residual
risk

10% likely 30% likely Very likely Several
LIKELIHOOQD
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Let’'s do one together

» We will think about the
o Impact Appetite and
o Likelihood Appetite
» You should consider

. 4 = Il High
0 3 = Medium-high

n 2 = Medium

- 1 = Medium-low
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A Generic Risk and Control Profile

Risks

Failure to retain key staff

Financial advisors misinterpret/ fail to
understand the complexity of " equity
release" products

Poor staff communication

Failure to understand the law and/ or
regulations

Poor detection of money laundering

Acronyms used:
II: Inherent Impact
IL: Inherent Likelihood
RI: Residual Impact
RL: Residual Likelihood

I
L

R|R
| |L

Controls

-Salary surveys
-Training and mentoring schemes
-Retention packages for key staff

-Staff training
-Learning gained from previous deals

-Review of individual needs in performance appraisal
process

-Procedure manuals for processes

-Defined communication channels
-Documented procedures and processes

-Internal training courses
-Regular updates from various sources
-External training courses

-AML annual training
-Circulation of BBA awareness circulars
-KYC

TI: Target Impact

TL: Target Likelihood
D: Design

P: Performance
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Do you use Target Appetite as one
way to express your appetite?

» 1 for Yes
» 2 for No

Risks Controls

-Salary surveys
Failure to retain key staff -Training and mentoring schemes
d ; -Retention packages for key staff
-Staff training
Financial advisors misinterpret/fail to -Learning gained from previous deals

understand the complexity of " equity -Review of individual needs in performance appraisal
release" products process

-Procedure manuals for processes
-Defined communication channels
-Documented procedures and processes
-Internal training courses

-Regular updates from various sources
-External training courses

-AML annual training

Poor detection of money laundering -Circulation of BBA awareness circulars
-KYC

Poor staff communication

Failure to understand the law and/ or
regulations
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Different ways of describing
operational risk appetite

Risk and control assessment
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Key indicators (both risk and control)

Losses

Risk Modelling

Capital Modellina
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How many different ways do you
describe your OR appetite?

» \Vote:
s 1,2,3,40r5

Risk-and control assessment

Indicators (both key risks and
key controls)

Losses
Risk Modelling
Capital Modelling
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Appetite by comparing risk to controls

Miz-managed Paortfalioz
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Procedures For Accounting not complet:

Internal zpending autharity limitz
Capital Adequacy Position

Financial Baoks and expasurez

’ Dividendz allacated Incarrectly
" Failure bz ack on Corporates Actions
R ”‘ Mliz-Prizing of Cliznt Partfalias
'j’ ,,‘.‘“ Failure to Adhers ba Best Practices

‘ Foft and Bundled Commissions

Healkh and Zafety ”
Legal documentation nok validated '.’”
Legal documentation not in place ....’
Bualification of Roles .. .
el

Internal Communications ...., |
External Zupplicrs non-com| plianze .....-

EFfective criteria bo select Brokers

Gluality of Execution

Tranzparent processes For dealing with errors

Counterpartizs & Financial abligatian:

APAL and KYC Procedures

Expasure ko Zettlement Rizk

Mecting statubary reporking obligations Collateral nok valusd correctly

Intentional Execution Erraors
Exposurs bo Fraudulent Trading
Cliznt Azzcts Mizappropriated

urning of Accounts

£
IT dependency on people Inzider Infarmation
Remunzration of portfolic managers
Miz-Prizing of Cliznt Partfalic:

Opzrational threatz ta T Unintentional Exccoution Errars
Tezting of Epstemsz Recording of cliznt mandatez

Inwestment in Technalagy Adequacy of Reconciliation Procedures

Recanciliations Procedures Execution
Qutstanding Items nat Investigated

I Supplicrs
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Risk Factor
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Appetite by threshold

Accelerate Analyser (Enterprise) - KRl Dashboard

File Import Export Wiew Print  Windows Help

[JBND5  ~] |Payment&8&lt|ement ﬂ Show amounts in | GEP j@|

ol

1.0

f-.- Enterprize-wide | Corporate Finance] Tradirg & Salee] Fetai Banking] Commercial Banking Payment & Settlement | Agency Services & Eustndg] Azzet Management] Fetal Brokerage
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-BX

Trend Yolatiliy: |5 ﬂ % v Show Threshalds/Comment

Befresh KPI: Year To Date KPI: Monthly

fRI: ke Risk Indicators

Group |Status | Trend |Indicator
Recalculate K.1: Customers
K.1.1: Accounts nok kYO compliant
k.1.2: Complaints received
K.Z2: Dperations
K.2.1; Overtime hours (peent skd brs)
Mew Month
K.2.2: Temporary skaff (poent kokal)

K.2.3: Average audit clear up davs

Charting Tool K.2.4: BCM untested

K.3: Technology

CEE EEEI VL

k.3.1: Key system service exceptions

"
-
.

2 Faw cuckarn mnbains mocke

This Period

Last Period JRed|Chart | Comm

K.1: Customers

‘Eummentary: Mo commentary entered for this KRI

ﬁ Cloze Window
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Appetite by number of losses

== (Economic Capital Dptimiser)

Source Data | Goodness of Fit What If Correlations Outputs
View Selected Cell
& LDA Internal Corporate Finance

¢ LDA External Internal fraud
" CRSA

¢ Combined (Classical) (& Ahsolute (& Absolute (& Ahsolute (& Absolute

" Monte Carlo = honte Carlo " Monte Carlo " Monte Carlo
“iew in: Ifull 'I

l ! Reset ] [Calc:ulate l & Mumber of Loss Events: | 44 45 | 44

Petcentage Yeight: | 50 o 50 Classical

(" Mean Severity of Losses: | 80,658 127.805 | 104,231

Total Capital Charge: ¢ Std Deviation of Losses | 104,540 169.046 | 140,544
282616256 | T cirrent Wiew

Internal fraud | External fraud Employment Clients, Damage to Business Execution,
Practices & Products & Physical Disruption & Delivery &
Workplace Business Assets System Process

Safety Practices Failures Management

Corporate Finance g5 22 44 B3
Trading & Sales 39 11 30 10
Retail Banking 21 45 10 14
Commercial Banking 35 10 35 3
Payment & Settlement 59 32 9 47
Agency Services 45 36 1 94
Asset Management 85 i i o5
Retail Brokerage 27 98 97 45
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Appetite by monetary exposure by risk

Risk Results [Sim1 92.8 50000 s2d1(50) - Session: 1 Sample Retail Bank(14) - Quantile: 98.20%)
Time Frame Factor: 1 - [terations: 50,000 - Seed: 1
Created on DEND1/2008 12:57:15

g“"? gf g‘ﬁw g“gﬁ, gﬁ & -a-ﬁ 4—"9@ & c_-arf & & & q_-;-"F

& & & F &£ & &

d‘f q_d'f

&

| GronsLosu i) [l Caniral Banalb (M) ] Mal Lons (M) |

Rlgk Risk Cramer Gross Lose
GER (M
RIKD0I00Z Falure fo altract, recrult and retalm ey siaf TE 17.203
RIEDI002 Firancial advisors misimzrpret / Tall to understand the com CK 10.651
RIEDI004 Poor stall communication & 17.114
R3KDI0DS Falure o understand the law andfor reguiations CE 7402
RSKOI0DE Poor detection of maney launderng 7421
RIKDI0DT InsuTiclent fungsideposis 1o cater for lendglng activies 7418
RIKDI0NE Cwer-selling credk cards 7.335
REKOI0IZ Ower-deployment of managament resourcas on reguiatoy Issues 10.690
RIKDI01D Falure i caplure marke? opporiuniies 3.E33
RSKDIOT 1 Cwer-depengency on ouisIurEing 3.E31
RIKDI01Z Weakmess In Information sacunty systam 3471
RIK0I013 Inadequabe or InsuSiclent IT Infrasiructure to achieve busl 5.662
RESKOI014 Poor empioyee Incantives 1737
RIKDIONS Increasing extemal frawd aciviiles 1.722
RIKDIOIE Falure to grow s%a3ff compelencies 1.750
REKOOOT Misaligned empioyes goals 3.672

RSKNOO1E Falure to sense and sliminate Intamal fraud 1744
RSKDI0ME U or Insppropriate new products iaunchad 1718
RSKDIN2D Poor stratenlc desision making 1702
ASKNIN2Y Inaccessbic premises 1715

17387
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Appetite by risk owner

Results by Risk Owner [Sim? 892 50000 seed1(50) - Session: 1 Sample Retail Bank(14) - Quantile: 99.80%)]

Tirme Frame Factor: 1 - lterations: 50,000 - Seed: 1
Created on 030172008 125715

Grogs Losa
GEP (M|
28561
33097
3872
33668
747

1722

1.744
117,385
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Appetite by monetary exposure byET

hase Cooper - ECO v1.1.6.3

= N X 2 | ]
¢ Load Import | Save Save As | Delete Refresh | Calculate

Fle Data Tools Help
Viewing Session: 1 Sample Retail Bank 50,000 99.9 seed1

| SourceData |Distrbution Functif  Whatlf | Corelations | Output | Chart |
Wien tonte Carlo Set Up Selected Cell Details

|Capita| Charge v | Mumber of Samples: 50000 3 Tatal Losses: I:I
Expected Losses: I:I

|ACTUB| Confidence Level %: §9.9000 2
Copitl Charge: | 2616306

Seed

Corralafion only applcabla whan viawing Capitad Charge

3 Employment 4 Clients, 5 Damage to B Business 7 Execution, TOTALS with TOTALS with TOTALS with
Practices and  Products and | physical Disruption and | Delivery and full correlation  no correlation | assigned
‘Workplace Business assets System Failures | Process (Sirmple Sum) (SRSS) correlation

1 Internal 2 External
Fraud fraud

1 Retail
Banking

2 Trading &
Sales

351,457 194830 | 241,348,640 31,605,786 2,223,075 27,867,672 | 328,552,828 | 246,378,258 280,853,024

32,207,998 435,132 28,241,050 B5,758,516 271,288 1,388,818 14504644 | 141,855 454 78,325,527 | 114,457,760

3 Payment &
Settlernent

TOTALS with full
caorrelation

TOTALS with no
correlation

TOTALS with
assigned

304,205,920 3,113,884 837,774 24,510,962 202,684 3,951,368 18,478,862 357,001,444 303,815,601 332,385,264

362,977,188 9,700,473 24,373,799 331,616,118 32,028,733 7,181,258 60,751,178 828,209,726 630,919,387 737,806,048

307,022,985 £,649,188 23,260,779 251,342,735 31,807,211 4,413,338 36,335,438 660,631,669

335,450,400 8,315,974 23,823,770 284,279 858 31,818,184 5,948,158 50,054,820 750,142,162

CUmentl - M.
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Summary

» How appetite is described will depend upon the size,
complexity and culture of the firm

» There are various ways to describe risk appetite -
applying a consistent methodology is important

» You may find that you are over controlled (against
your appetite)

Stating risk appetite and benchmarking the business
against this level enables the management team to
have a clear picture of the real risk profile and to
take appropriate mitigating actions
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What is OR Control Appetite?

Expenditure on controls
Board

Senior Reduction of risk
Management Loss reduction

Business Units KCls, gross-to-net change

Business Support Units Target control level

The amount a firm is willing to spend to mitigate a risk
(in money, time and/or resources)
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» Internal to the firm (cf Risk Appetite: driven by
external as well as internal factors)

» Recognises that certain risks cannot be mitigated
(or mitigated further)

» Recognises that management has a finite
willingness to mltlgate risks

» Allows management to focus on controls that can
be improved within a given cost/benefit ratio

» Links to Internal Audit and Six Sigma/Lean work
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Control appetite: causes and efects
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» Control appetite splits into two main parts:

o causes appetite which concerns preventative
control appetite, and

= effects appetite which concerns corrective

control appetite
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Contact details

Prof Tony Blunden, Head of Consulting
Tel: +44 (0) 207 377 2269
Fax: +44 (0) 207 426 0882
Mob:+44 (0) 770 325 7480

e-mail: tony.blunden@chasecooper.com

Charlotte Kiddy, Senior Manager, Client Services
Tel: +44 (0) 207 377 2256
Fax: +44 (0) 207 426 0882
Mob:+44 (0) 791 776 5857

e-mail: Igharlotte.kiddy@chasecooger.coml

www.chasecooper.com
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